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KNOW YOUR RISKS

About the form

You should review and update your
Vulnerability and Risk Assessment every
six months. You will find that new ideas
or considerations will surface each time,
helping you refine your thinking and modify
your plan. It is important to establishyour plan. It is important to establish
a maintenance program to keep your
plan’s contents current and relevant.
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KNOW YOUR RISKS

4



KNOW YOUR O3(RA7IONS

About the )orm

Rate each function with a priority level
of (xtremely +igh, +igh, 0edium or /ow,
and complete a separate form for each
one. &onsider any workarounds methods
or possible backups for each function.

'etermine whether the'etermine whether there are any temporary
processes that can be implemented until a
permanent solution is available. 'ocument
detailed procedures for workarounds,

including any additional resources reTuired. 
It is important to establish a maintenance
program to keep you plan’s contents

curcurrent and relevant � review your business
functions and processes every six months.
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KNOW YOUR O3(RA7IONS
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KNOW YOUR (03/OY((S

About the )orm

'ocument employee contact and
emergency contact information and key
responsibilities. Is there someone who
can perform these functions during an 
emergency" 0ake sure that special skills
aare not known by only one person. It is
important to establish a maintenance
program to keep your plan’s contents

current and relevant � review your employee
contact information every six months.
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KNOW YOUR (03/OY((S
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KNOW YOUR K(Y &US7O0(RS� &ON7A&7S� 
SU33/I(RS AN' 9(N'ORS

About the )orm

%e sure your customers know in advance
how to obtain up�to�date information about
the status of your business operations in
the event of a disruption or maMor disaster.
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KNOW YOUR K(Y &US7O0(RS� 
&ON7A&7S� SU33/I(RS AN' 9(N'ORS
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KNOW YOUR IN)OR0A7ION 7(&+NO/O*Y

About the )orm

If your computer eTuipment is damaged or destroyed, you will need to lease or purchase
new hardware and replace your software. 0ake a list of everything you would need to
order. 7he important thing is to know what is needed to perform your critical business
functions. It is important to establish a maintenance program to keep your plan’s contents
current and relevant � review your information technology information every six months. 
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KNOW YOUR
IN)OR0A7ION 7(&+NO/O*Y
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About the )orm

8se the checklist when creating your 
financial strategy for your business
resilience. It is important to establish
a maintenance program to keep your
plan’s contents current and relevant � 
rreview your finances every sex months.

KNOW YOUR )INAN&(S
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KNOW YOUR )INAN&(S
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KNOW W+(N 7O U3'A7( YOUR 3/AN

About the )orm

'isaster exercises provide opportunities
for you to� test company disaster readiness�
train employees through practice� improve
employees’ ability to make informed
decisions when responding to an

emeemergency� identify what needs to be done
during and after a disaster� and examine a 
specific scenario or situation more closely.

*ather your team, key employees and 
anyone else who would benefit from the 

exercise, present the power outage scenario,
and begin the discussion with the Tuestions
pprovided. 7his can be done informally, such
as during lunch or as part of a staff meeting.
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KNOW W+(N 7O 7(S7 YOUR 3/AN
7A%/( 7O3 (;(R&IS(� 3OW(R OU7A*(

 S&(NARIO

It is a hot, rainy )riday morning. 7he current
time is �����A0. 6uddenly, the lights go out
and all of the computers, printers, and copiers 
turn off. )or a few seconds, there is silence 
before the chatter begins to pick up. 2ne of
your emergency lights comes on, but the rest
aare not working. :hile many of the offices 
have windows to provide minimal light, the 
maMority of the hallways and interior rooms
are left in the dark.

It is now ����30 and the lights still are not
on. 7he building +VA& has been off now for
�.� hours and the temperature inside the
building is gradually becoming unbearable.
Your entire power grid is without power. 7here
is no word from the electric company about
rrestoration of power.

It is now ����30. (mployees are asking if they 
can leave early. 7he word around town is that the
power might not be restored for several days.
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KNOW W+(N 7O 7(S7 YOUR 3/AN
7A%/( 7O3 (;(R&IS(� 3OW(R OU7A*(

 S&(NARIO

It is now ����A0 on 0onday, thre days later. 7he
power is still out and the +ealth 'epartment has
determined that̋no building without runing water can
open for business.̋ &lient are calling and the com�
pany voicemail system is ful. (mployees are texting
the +uman Resources 'irector asking for guidance.
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http���disastersafety.org

www.redcross.org

http���bclc.uschamber.com�site�page�disaster�help 
desk�business

http���www.disasterassistance.gov

http���www.fema.gov�regional�operations�state�offices�
and�agencies�emergency�management

http���www.irs.gov�%usineses�6mall�%usinesses�	�6elf�
(mployed�'isaster�Assistance�and�(mergency�Relief�
for�Individuals�and�%usiness��

http���www.sba.gov�
http���www.sbaonline.sba.gov�services�
disasterassistance�disasterpreparedness�

http���www.sba.gov�content�small�busines�
development�centers�sbdcs
http���www.asbdc�us.org�

KNOW W+(R( 7O *O )OR +(/3

18


	1



